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Nothing is Safe

An introduction to hardware (in)security

Nathan Jones




Slides: [m]35x [u]

tinyurl.com | x;
/muujw9ze [u]

Every device needs hardware security

https://ti l. bdew33pb
https://tinyurl.com/4v5nmrf6 ps:/[tinyurl.com/bdew33p
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Selected publications:
e 'Inside the Voja4" (Hackaday Supercon)
"O0P in C" (Embedded Online Conference)
"You Don't Need an RTOS" (EmbeddedRelated.com)

'Message Passing with Pointers" (Maker.io)



https://www.youtube.com/watch?v=cUcKpRigZts
https://embeddedonlineconference.com/session/Object_Oriented_Programming_in_C
https://www.embeddedrelated.com/showarticle/1636.php
https://www.digikey.com/en/maker/tutorials/2025/message-passing-with-pointers
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Prizes!

First place “ Second and Third Places | 'I'he Hardware

Hacking Handbook

. Breaking Embedded Secunty
* with Hardware Attacks
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Level 1. Researching
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What information can be found on the internet?

https://cdn.kthlaw.com/media/public/content/images/fcc_id.png

2.7V to 5.5V In| 3A Integrated MOSFET
Product manuals SW?Synch::m Buck DC/DC Converter

Schematics and firmware
(Datasheets for internal components)
Repair tutorials

Patent filings . 3}
FCC filings .
r

ot #

T
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What information can be found on the internet?
| T

2.7V to 5.5V Input, 3A Integrated MOSFET

e Product manuals Single Synchronous Buck DC/OC Convarter
e Schematics and firmware
e (Datasheets for internal components)
e  Repair tutorials PR : S
o ? —."....:.; e l"+ " u - = ey
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https://cdn.kthlaw.com/media/public/content/images/fcc_id.png


https://www.youtube.com/watch?v=T3VPvPTrwB0
https://www.youtube.com/watch?v=_eSAF_qT_FY
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What about when the device is opened up?

e Theexact|Csused
e Thefull schematic
e Unlabeled JTAG/programming/UART ports

. https://www.autodesk.com/products/fusion-360/blog/wp-
https://i.sstatic.net/1S8yV.jpg content/uploads/2021/08/cyber-2377718 _1280-1024x686.jpg
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Level 2: Shooping
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What signals are being transmitted during operation?

e JTAG, UART, SPI, etc

802y
764902y

200
ocow
o,

https: //nverloopsecuntycom/mg/blog/hw 101-jtag/

header jpg https://www.tag- connectcom/vvp content/uploods/2018/03/no slip-probes-2-1200x800.jpg
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What signals are being transmitted during operatlon7

Is the JTAG port unlocked?

Is a decrypted firmware image being
transferred from external Flash to the
main CPU upon start-up?

What signals are used to interface with
any peripherals/sensors/actuators?
How long does it take the UART shell to
reply "Access denied" after a failed login
attempt?

https://www.tog—connect.oom/wp—conteht/uploods/2018/03/no—slip—probes—2—l200x800.jpg
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What signals are being transmitted during operation?

- Gy \
W <A LN _ B0\ \+ ¥y

e Isadecrypted firmware image being
transferred from external Flash to the
main CPU upon start-up?

e What signals are used to interface with
any peripherals/sensors/actuators?

e Howlongdoes it take the UART shell to
reply "Access denied" after a failed login
attempt?

.......

https://www.tag-connect.com/wp-content/uploads/2018/03/no-slip-probes-2-1200x800.jpg
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What signals are being transmitted during operatlon7
L WA

Is the JTAG port unlocked?
Is a decrypted firmware image being
transferred from external Flash to the _ .
main CPU upon start-up? 4 'V. ; 3‘5 =
What signals are used to interface with
any peripherals/sensors/actuators?
How long does it take the UART shell to
reply "Access denied" after a failed login
attempt?

https://www.tag-connect.com/wp-content/uploads/2018/03/no-slip-probes-2-1200x800.jpg
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What signals are being transmitted during operatlon7
L WA

Is the JTAG port unlocked?
Is a decrypted firmware image being
transferred from external Flash to the _ .
main CPU upon start-up? 4 'V. ; 3‘5 =
What signals are used to interface with
any peripherals/sensors/actuators?
How long does it take the UART shell to
reply "Access denied" after a failed login

attempt? A

https://www.tag-connect.com/wp-content/uploads/2018/03/no-slip-probes-2-1200x800.jpg
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Level 3: PCB modifications
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Physically alter the circuit

e Configuration resistors/jumpers
e Readfrom/write to external memory

https:/ /www. totolphcse com/medm/blog/
2020/06/4653066327_e29062b4b7_b.jpg

https://i.sstatic.net/iis71jpg
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H What other attacks could be enabled or
Discuss! .
conducted by a person who simply conducts
some research or has access to the internal
PCB?

If it helps, think of how you might begin
attacking device that you've built or that you
own!
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Some hardware attacks aren't
all that difficult to conduct.
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Kahoot!




Slides:  [EI}E=[a]
tinyurl.com g ¥
/muujw9ze [u]

Level 4: Side-channel attacks
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What's a side-channel?

Goaiii Power
oun :
Electromagnetic " _— Consu:nptmn ‘
Radiation w i ¥ Y. | ~ E?(ecutlon
ot ! st L A .~ Time
M | E > D > M
Visible Light <--- T -~ > sz T | __, Faulty
Kq Ky Outputs
Heat &~  Alice ™y P Bob
Frequency Error Message

Figure 2: The cryptographic model including side-channel
https://eprintiacr.org/2005/388.pdf
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Every device leaks information
about its operations and data.
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t 4 g.lp.c?r.r‘es!.l!s_e.f' "An error occured”
t: 4 E comect user, | “An error occured”
Timing attacks
™ \ J \
s s Power \ https://tinyurl.com
Electromagnetic " Eve Consu‘{np bR [4x6a3bcy
Radiation w_ E 2 %, i y
M " E > D > M
- a Faulty
V <~ T = => <~ T ——
isible Light K. Ke Outputs
Heat ‘// Al[ce \\‘ L,, BOb \\A
Frequency Error Message

Figure 2: The cryptographic model including side-channel
https://eprintiacr.org/2005/388.pdf
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Timing attacks on stremp

Host computer Password-protected device

>> Enter password: char * correctbPw = "123456";

if (strcmp (enteredPw, correctPw) == 0)

{

printf ("Access granted! :) \n");

}

else

{

printf ("Access denied : ( \n");

}
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Timing attack on strcmp

Host computer UART Tx
UART Rx

>> Enter password: yaaaaa
Access denied : (

UART Tx
>> Enter password: zaaaaa
: UART Rx
Access denied : (
>> Enter password: laaaaa
: UART Tx
Access denied : (
UART Rx

\ yaaaaa |

\  Access denied:( [

\ zaaaaa |

\  Access denied:( [

\ laaaaa |

Aha!!

7

\ Access denied :(

/
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~1,088,391,168

Number of passwords to brute-force (assuming passwords must be 6 lower-case or numeric characters)
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Number of passwords to brute-force using timing attack
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Timing attack on a pin-protected HDD

https://cl.neweggimages.com/productimage/nb640/17-392-033-12.jpg
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I ?
DlSCUSS! How would you fix the code:

char * correctPw = "123456";
if (strcmp (enteredPw, correctPw) == 0)
{

printf ("Access granted! :) \n");
}
else

{

printf ("Access denied :( \n");
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Power analysis attacks

Power

Sound C .
Electromagnetic onsumption
- . Eve 4 4 Execution
g “vg ! - Time
i > D > M
B e P T e
N >zt T | __, Faulty
LagA < ¢ W/\/\/‘ Ky Outputs
? N - -
—_— \ N 6 5. 1AV L,, Bob \\A
(5’\' MSLEO ) uency Error Message
cluding side-channel
. o
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Power analysis can show: active vs sleep modes

N
: a Low power period
S ¢ >
> £ S

3 &

&
Aot @l L. i1 38 Run Run
T \avael £ (N) (N +1)

21 1.¢ = Sleep
(s1m3LE 0) e
3} £ t3 ty ’

" "
i | Time https://tinyurl.com/3fkmbd9u
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Power analysis can show: one operation vs another

N
=
2 < A
& ~ |
i . 3
- 3| Adbghakion 2 F
;2 R e ikion
S e Z | Aoairi
)"’:')% \p\\/ﬂé{' g :-_’:: (N)
= o
(s1m3LE0) O e
- > i :
i I

https://tinyurl.com/3fkmbd9u
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Identifying a single bit in a single trace is hard..

|
g Whic 15 W\/\:(-V\/.,

ToeA [ {avget

(s1m32E0)

.\)ﬂ
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..S0 we'll use statistics (difference of means [DoM])!

Mul-\'o‘tﬁ“' o
{

Tt o ol 1 il

._E_,

ToeA [ {avget

(s1m3Le 0)

Avevage<

.\)ﬂ
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DoM shows tiny differences between traces

Aw3 mulbiplication
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If we didn't know which trace was which, we'd need
to guess...

Mu”:?l[ﬁ".’o‘/\

WH Ac{déhom
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.and then check.

X% GGl

AV‘A Mv”’;\’)llo.« {——,'0,4 " ::l:_ We

% Ava nddition /1
= gty
co “TE wWe Qe

v
7,



Slides:
tinyurl.com &

/muujw9ze E|

Power analysis can show:
whether a single bit in the
microcontrolleris a 1 or a o.
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Power analysis attack on AES128 B
[0x34, OxAO0, ...
[0x7D, 0x06, .
[0x0C, OxF1,
[0xBS, 0x82,
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A brief overview of AES

AES S-box

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc Od
00(63(7c (77 |7b|f2 |6b|6f |c5 |30 |01 |67 |(2b |fe |d7
10 |ca (82 |c9 |7d|fa |59 |47 |fO |ad |d4 |a2 |af |9c|a4d
20 » b7 (fd |93 |26 (36 |3f |f7 [cc (34 |a5 |e5 |fl » 71| ds
30|04 » €7 (23 |c3 |18 (96|05 |9a (07 (12 |80 |e2 |eb |27
40|09 83 |2c|1la|1lb|6e|5a | a0 (52 |3b d6 | b3 '29 e3
50|53 |dl 00| ed |20 |fc |bl|5b |6a |cb |be |39 |4a|4c
60 | d0 (ef aa |fb (43 (4d |33 |85 45 |f9 |02 | 7f |50 3c
70|51 |a3 |40 |8f |92 /9d (38 |f5 |bc (b6 |da |21 10 ff
80 |cd [Oc |13 (ec |5f |97 (44 |17 |c4 (a7 |7e |3d (64 |5d
90 | 60 |81 |4f |dc (22 |2a |90 88 |46 |ee b8 |14 vde S5e
a0 |e0 |32 |(3a|0a |49 |06 24 |5c |c2 |d3 |ac |62 91|95
b0 |e7 |c8 |37 |6d | 8d|d5 4e | a9 |6¢c |56 (f4 |ea |65|7a
€0 ba |78 25 |2e|1c (a6 b4 |c6 (e8 |dd |74 | 1f |4b|bd
d0 |70 |3e |b5 |66 |48 |03 |f6 |Oe |61 |35 |57 b9 |86 |cl
e0 el f8 (98|11 |69 |d9 8e |94 9b  1le |87 |e9 bce 55
f0 | 8¢ . al (89 |0d bf |e6 |42 |68 41 |99 2d |Of |bO |54

https://en.wikipedia.org/wiki
[Rijndael _S-box

Oe
ab
72
31
b2
2f

58
of

3

19
0b
e4
ae
8b
1d
28
bb

/ Plaintext (2 bis) /

T~ [‘SubBytes |

MixColumns

roundkey(i) —’69

E}‘—toundkey(O)

ShiftRows

€

This is the private key!!
(at least, for AES128 it is)

;‘iroundkay(W)

/Cipherte;xt (128 bils)/

https://privacycanada.net/app/uploads/2019/01/aes-algorithm-diagram.png
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A brief overview of AES

AES S-box

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc Od
00(63(7c (77 |7b|f2 |6b|6f |c5 |30 |01 |67 |(2b |fe |d7
10 |ca (82 |c9 |7d|fa |59 |47 |fO |ad |d4 |a2 |af |9c|a4d
20 » b7 (fd |93 |26 (36 |3f |f7 [cc (34 |a5 |e5 |fl » 71| ds
30|04 » €7 (23 |c3 |18 (96|05 |9a (07 (12 |80 |e2 |eb |27
40|09 83 |2c|1la|1lb|6e|5a | a0 (52 |3b d6 | b3 '29 e3
50|53 |dl 00| ed |20 |fc |bl|5b |6a |cb |be |39 |4a|4c
60 | d0 (ef aa |fb (43 (4d |33 |85 45 |f9 |02 | 7f |50 3c
70|51 |a3 |40 |8f |92 /9d (38 |f5 |bc (b6 |da |21 10 ff
80 |cd [Oc |13 (ec |5f |97 (44 |17 |c4 (a7 |7e |3d (64 |5d
90 | 60 |81 |4f |dc (22 |2a |90 88 |46 |ee b8 |14 vde S5e
a0 |e0 |32 |(3a|0a |49 |06 24 |5c |c2 |d3 |ac |62 91|95
b0 |e7 |c8 |37 |6d | 8d|d5 4e | a9 |6¢c |56 (f4 |ea |65|7a
€0 ba |78 25 |2e|1c (a6 b4 |c6 (e8 |dd |74 | 1f |4b|bd
d0 |70 |3e |b5 |66 |48 |03 |f6 |Oe |61 |35 |57 b9 |86 |cl
e0 el f8 (98|11 |69 |d9 8e |94 9b  1le |87 |e9 bce 55
f0 | 8¢ . al (89 |0d bf |e6 |42 |68 41 |99 2d |Of |bO |54

https://en.wikipedia.org/wiki
[Rijndael _S-box

Oe
ab
72
31
b2
2f

58
of

3

19
0b
e4
ae
8b
1d
28
bb

/ Plaintext (2 bis) /

E}‘—toundkey(O)

T~ [‘SubBytes |

MixColumns

roundkey(i) —’69

HROwS

This is the private key!!
(at least, for AES128 it is)

;‘iroundkay(W)

/Cipherte;xt (128 bils)/

https://privacycanada.net/app/uploads/2019/01/aes-algorithm-diagram.png

» sbox[pt[n

]/\

key[n

1]
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00
10
20
30
40
50
60
70
80
20
a0
bo
c0
do
e0
fo

00
63
ca

b7

04

09
53
do
51
cd
60
e0
e7
ba
70
el

8c

01
7c
82
fd

c7
83
dl
ef

a3
0c
81
32
c8
78
3e
f8

al

02
77
9
93
23
2c

00
aa
40
13
af

3a
37
25
b5
98
89

Recovering an AES key

AES S-box

03
7b
7d
26
c3
la
ed
b

8f

ec

dc
Oa
6d
2e
66
11
od

04
f2

fa

36
18
1b
20
43
92
5f

22
49
8d
1c
48
69
bf

05
6b
59
3f

96
6e
fc

4d
9d
97
2a
06
ds
a6
03
d9
e6

06
6f

47
7

05
5a
bl
33
38
44
90
24
4e
b4
f6

8e
42

07

68

08
30
ad
34
07
52
6a
45
bc
c4
46
c2
6¢
e8
61
9b
41

09 Oa
01 67
d4 | a2
a5 |e5
12 |80
3b | d6
cb | be
fo |02
b6 | da
a7 |7e
ee | b8
d3 | ac
56 [f4
dd |74
35 |57
le |87
99 | 2d

Ob
2b
af

fl

e2
b3
39
7t

21
3d
14
62
ea
1f

b9
e9
of

Oc

fe

9c

71

eb

29

4a
50
10
64

de

91
65
4b

86

ce

b0

od
d7
a4
ds
27
e3
4c
3c
ff

5d
S5e
95
7a
bd
cl
55
54

https://en.wikipedia.org/wiki
[Rijndael _S-box

Oe
ab
72
31
b2
2f

58
of

3

19
0b
e4
ae
8b
1d
28
bb

This is the private key!!

/ Plaintext (2 bis) /

fori=1t0 9

MixColumns

roundkey(i) —’69

T~

E}‘—roundkey(b)

(at least, for AES128 it is)

HROwS

» sbox[pt[n]“key[n]]

G}imundkey(w)

0x18 = sbox[0x34"key[0]]

/Cipherte;xt (128 bils)/

https://privacycanada.net/app/uploads/2019/01/aes-algorithm-diagram.png
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Recovering an AES key

AES S-box

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc Od
00(63(7c (77 |7b|f2 |6b|6f |c5 |30 |01 |67 |(2b |fe |d7
10 |ca (82 |c9 |7d|fa |59 |47 |fO |ad |d4 |a2 |af |9c|a4d
20| b7 |fd |93 (26 |36 |3f ([f7 |cc |34 |a5 [e5 |f1 » 71| ds
30|04 » €7 (23 |c3 |18 (96|05 |9a (07 (12 |80 |e2 |eb |27
40|09 83 |2c|1la|1lb|6e|5a | a0 (52 |3b d6 | b3 '29 e3
50|53 |dl 00| ed |20 |fc |bl|5b |6a |cb |be |39 |4a|4c
60 | d0 (ef aa |fb (43 (4d |33 |85 45 |f9 |02 | 7f |50 3c
70|51 |a3 |40 |8f |92 /9d (38 |f5 |bc (b6 |da |21 10 ff
80 |cd [Oc |13 (ec |5f |97 (44 |17 |c4 (a7 |7e |3d (64 |5d
90 | 60 |81 |4f |dc (22 |2a |90 88 |46 |ee b8 |14 vde S5e
a0 |e0 |32 |(3a|0a |49 |06 24 |5c |c2 |d3 |ac |62 91|95
b0 |e7 |c8 |37 |6d | 8d|d5 4e | a9 |6¢c |56 (f4 |ea |65|7a
€0 ba |78 25 |2e|1c (a6 b4 |c6 (e8 |dd |74 | 1f |4b|bd
d0 |70 |3e |b5 |66 |48 |03 |f6 |Oe |61 |35 |57 b9 |86 |cl
e0 el f8 (98|11 |69 |d9 8e |94 9b  1le |87 |e9 bce 55

fO |[8c |al |89 |0d bf | e6 |42 68 |41 99 |2d  Of bO |54

https://en.wikipedia.org/wiki
[Rijndael _S-box

Oe
ab
72
31
b2
2f

58
of

3

19
0b
e4
ae
8b
1d
28
bb

/ Plaintext (2 bis) /

fori=1t0 9

MixColumns

roundkey(i) —’69

T~

E}‘—roundkey(b)

This is the private key!!
(at least, for AES128 it is)

HROwS

G}imundkey(w)

/Cipherte;xt (128 bils)/

» sbox [pt[n]

“key[n]]

0x18

sbox [0x34"key[0]]

7

Must be 0x00!!

https://privacycanada.net/app/uploads/2019/01/aes-algorithm-diagram.png
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Recovering an AES key

AES S-box

00 01 02 03 04 05 06 07 08 09 0a Ob Oc Od Oe Of This iS the private key!!

00|63 | 7c |77 |7b |f2 |6b | 6f | c5 30|01 |67 |2b |fe |d7 |ab |76

10 |ca |82|c9 |7d fa |59 |47 |0 |ad |04 |a2 |af |9c|a4 |72]cO / Plaintext @28 bis) / / (at Ieast’ for AE5128 it iS)

20 | b7 (fd |93 |26 (36 |3f |f7 (cc |34 (a5 (e5(fl [71|d8 (3115

3004 c7 |23 |c3 |18 |96 |05 |9a |07 |12 |80 |e2 leb |27 |b2 |75 E}‘—toundkey(o)

40 09 |83 |2c |la|1lb|6e 5a a0 52 |3b |d6|b3 |29 e3 |2f |84

50|53 |dl |00 |ed |20 |fc [bl|5b |6a |cb |be | 39 4a|4c (58 cf

60 | d0 |ef (aa |(fb |43 |4d 33|85 |45 |f9 (02 | 7f |50 | 3c |9f |a8

70|51 (a3 |40 |8f |92 9d |38 |f5 bc |b6 |da |21 |10 |ff |f3 |d2
80 |cd (Oc |13 |ec (5f |97 |44 (17 |c4 (a7 (7e|3d (64|5d (19|73

90 60 |81 |4f dc |22 |2a 90|88 46 ee b8 |14 de|5e |0b|db \

a0 |e0 |32 |3a|0a 49|06 |24 | 5c (c2 |d3 |ac |62 91|95 |ed4 |79

» sbox[pt[n] “key[n]]

b0 e7 |c8 |37 | 6d|8d|d5 4e | a9 6¢c 56 |f4 |ea |65 |7a |ae |08

€0 ba |78 |25 |2e|1c a6 b4 |c6 e8 (dd |74 | 1f 4b bd 8b | 8a

MixColumns

d0 |70 3e |b5|66 48 |03 |f6 (Oe 61 |35 |57 |b9 86|cl |1d|9e

= sbox[0x34"key[0]]

e0 el |f8 |98 11|69 |d9 8e |94 9b |le |87 |e9 ce |55 |28 |df

fO ([8c |[al |89 |0d bf [ e6 |42 68 |41 99 |2d | Of bO|54 bb| 16

roundkey(i) —’69

https://en.wikipedia.org/wiki L Lk ?”/'

[Rijndael _S-box

/ Clphertext (128t

https://privacycanada.net/app/uploads/2019/01/aes-algorithm-diagram.png
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Differential Power Analysis (DPA) attack on AES128

Step 1: Collect 1000s of power traces of device performing AES encryption
“ o min ||||
. o oy
[Ox38; 00— a1 a1 I
[0XTD. 0X06, ... ] 7 ¢ : \avaet ' .
[0x0C, OxF1l, ... ] Y
[0XBS, 0x82, ... ] (5«/%%?0) : -
Agov® e
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Differential Power Analysis (DPA) attack on AES128

Step 2: Make a guess at key[O].
B 1f key[0] == 0x00

[0x34, --> 0x18
[0x7D, =--> OXFF
[0x0C, -> (OxFE

[0xBS, -=> (0xD5

! < "
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Differential Power Analysis (DPA) attack on AES128

Step 3: Sort the power traces by sbox [pt [0] “keyGuess]and average the two groups.

If key[0] == 0x00
[0x34, -> 0x18
[0x7D, -> OxFF
[0x0C, -> (OxFE
[0xBS, -> (0xD5
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Differential Power Analysis (DPA) attack on AES128

Step 4: Subtract the two groups.

If key[0] == 0x00
[0x34, --> 0x18
([0x7D, -=-> (OxFF
[0x0C, > OxFE,
[0xBS, -=> (0xD5
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Differential Power Analysis (DPA) attack on AES128

Step 5: Repeat #2-4 for each possible value of key[0] (0-255). The largest difference is the likeliest key!

If key[0] == 0x00 =~ P
[0x34, --> 0x18 X190 (N‘ 4déd u);_ol vrlve)

[0x7D, --> OxFF
[0x0C, -=~> OxFE
[0xB5, --> O0xD5 T -
| | [
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Differential Power Analysis (DPA) attack on AES128

Step 6: Repeat #2-5 for each byte in the private key!

|6 (e bule o esy

— —— o~ e

If key[0] == 0x00 _

[0x34, --> O0x18 I X120 (“’ Pt enol value)
[0x7D, --> OXFF ~

[Ox0C, -=> OxFE

[0xBS5, > 0xD5S :
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_ _ —~— S5AMYS
ChipWhisperer-Nano
e

Sleceeeeecee
Feoceocoooeoid

LAPTURE Soction TARGET St on

https://eu.mouser.com/images/marketingid/2019/microsites/139401030/1394010300verview.PNG
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DPA attack demonstration

aom > .l 5 shw st O At .



http://www.youtube.com/watch?v=qaEAppkcRWc
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Kahoot!
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Level 5: Fault injection attacks
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All components have required operating conditions

vbb For the STM32F0:
q https://[www.st.com/resource/en/datasheet/stm32f042f4.pdf
val
O i \ Symbol Parameter G Unit
O Min Typ Max
Data in = D Q —— Data out : PLL input clock" 1@ 8.0 24@ MHz
e PLL input clock duty cycle 4012 - 6012 %
—] L C lk Q Symbol Parameter Min Max Unit
fucLk Internal AHB clock frequency 0 48 i
z
focLk Internal APB clock frequency 0 48
https://tinyurl.com/46muéyj3= Voo Standard operating voltage 2.0 3.6 v
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But what happens if these conditions aren't met?

3_’;J ) [ — 5-$J
7 a4
! Ve - For the STM32FO:
ov - ov -https://www.st.com/resource/en/datasheet/stm32f042f4.pdf
al
O P \ O Symbol Parameter - T\;p i - Unit
% — — PLL input clock(" 12 8.0 24 MHz
D ata n D Q D ata O Ut feLem PLL input clock duty cycle 4012 - 6012 %
_l'_' '—L C lk Q Symbol Parameter Min Max Unit
‘ fucLk Internal AHB clock frequency 0 48 i
z
focLk Internal APB clock frequency 0 48
https://tinyurl.com/46mu éij"- Voo Standard operating voltage 2.0 3.6 v
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But what happens if these conditions aren't met?

We don't know! Most likely reset, but or the STM32F0:

0¥ occasionally: 32f042f4,pdif
e Skipped instructions Unit

Da e Altered/corrupted instructions g v
e Altered/corrupted memory ———

MHz
V\/\/ y 0 48
https:/tinyurl.com/46muéyj3™= g~ |Stfard operating voltage 2.0 3.6 v
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Fault injection attack on password check

if SS VER == SS VER 2 1

r passwd[] =
r passok = 1;
int cnt;

():

pLe aoes ot

(cnt = 0; cnt < 5; Canij{
if (pwl[cnt] != passwd[cnt]){

passok = 0;
}
();
if(passok) access =

Sl gz & )&passok) ;

return 0x00;




93:simpleserial-glitch.c **** //Simple test - doesn't check for
94:simpleserial-glitch.c #**x for(cnt = 0; cnt < 5; cnt++){
360 .loc 1 94 5 view .LVU75
; g 13 is stmt © view .LVU76
, #0
7, #20]

5 view .LVU77
if SS VER == SS VER 2 1 003e 11EO b .L16
[ ! ( cmd, t t = t ¥ pw .L18:
:simpleserial-glitch.c **** if (pw[cnt] != passwd[cnt]){
( pw, er .loc 1 95 9 is stmt 1 view .LVU78
.loc 1 95 15 is stmt © view .LVU79
0040 7B69 ldr r3, [r7, #20]

char passwd[] = "touch"; -LVL28: :
char passok = 1; .loc 1 95 15 view .LVU8O
int cnt: 0042 3A68 ldr r2, [r7]
- 0044 D318 adds r3, r2, r3
0): 0046 1A78 ldrb r2, [r3]
' .loc 1 95 30 view .LVU81
ST P e S A S S 0048 0C23 movs r3, #12

004a F918 adds i 7y r3
e § 004c 7B69 ldr r3, [r7, #20]
- (gggggﬁ]; e i 004e CB18 adds  r3, rl, r3
} ! 0050 1B78 ldrb 3, [r3]
.loc 1 95 12 view .LVU82
0052 cmp r2, r3
0054 beq .L17
:simpleserial-glitch.c **#*# passok = 0;
£ ) .loc 1 96 13 is stmt 1 view .LVU83
1f(passok) access = ; .loc 1 96 20 is stmt © view .LVU84
; 0056 0B23 movs r3, #l1

AT (Sl )&passok) ; 0058=FR18 adds r3, r7, r3

n 0xee; 005a 0022 movs r2, #0
005c 1A70 strb r2, [r3]

‘aiftht = 0; cnt“-é: éanLj{

();
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Fault injection attack on password check

scope.glitch.repeat

LIS § T

*aiftht': O;'cntlrriz énf~ii{

)
Q
i
(o]
I _L { S " - B
§ \ A i (pw[cnﬁl : passwd[cnt]){
u II / AR 3 passok = 0;
5 1 fﬁd }

H »
4J
. ! v'[ AR o
- [L V% y | (o1 52L0) . ;
o UAZT anwe corrupt this
Q. . .
0 2 ey instruction???
0 (ﬁ%*l A

Fov cech ot ol v:,l\,os) 3

wro b vesult Woe mal? UART Tx \ "00000" / \

Fesel? Trigger s \ R

. 71
a Glitch? Glitch 1 A
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Fault injection attack on password check

o —— el


http://www.youtube.com/watch?v=0CrlNYjOpOY

tinyurl.com &

/muujw9ze E|

A fault doesn't need to make
sense to work, it just needs to
be repeatable.
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Ways to induce faults

Fault Injection Attacks
iy 7 T g[—> LI S — \k
e ' Clock Glitch | B
O
Da u

oY

o —
Datain — D QrH— t
TLL—p Clki\\\ A / \ A\ m
= Electromagnetic
Voltage Glitch Fault Injection (EMFI)

https:/tinyurl.com/46mubyj3
https://tinyurl.com/4u434mc2
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Ways to induce faults _!Iij

« HN LI
oo | =}

Eddy Current - Transistor Error

https://tinyurl.com/sn4mravy

U L

3V 5_1\/
: I ] I ! Clock Glitch \k
. 2 ock Glitc | G
O
Datain — D Q—Da ut
e DVl

Electromagnetic

https://tinyurl. com/4émuéyj3 Glitch : i
https://tinyurl.com/4u434mc2 tage Itc Fault InJeC’[IOH (EMFl)
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Fault injection attack on LPC code read protection

Table 372. Code Read Protection options
Name Pattern Description
programmed in
0x0000 02FC
NO_ISP 0x4E69 7370 Prevents sampling of pin PIO0_1 for entering ISP mode. PIO0_1 is
available for other uses.
CRP1 0x12345678 Access to chip via the SWD pins is disabled. This mode allows partial
flash update using the following ISP commands and restrictions:
* Write to RAM command should not access RAM below 0x1000
0300. Access to addresses below 0x1000 0200 is disabled.
Copy RAM to flash command can not write to Sector 0.
Erase command can erase Sector 0 only when all sectors are
selected for erase.

Compare command is disabled.
Read Memory command is disabled.
This mode is useful when CRP is required and flash field updates are
needed but all sectors can not be erased. Since compare command
is disabled in case of partial updates the secondary loader should
implement checksum mechanism to verify the integrity of the flash.
CRP2 0x87654321 Access to chip via the SWD pins is disabled. The following ISP
commands are disabled:
* Read Memory
* Write to RAM
* Go
* Copy RAM to flash
* Compare
When CRP2 is enabled the ISP erase command only allows erasure

https://os.mbed.com/media/cache/platforms ol

CRP3 0x43218765 Access to chip via the SWD pins is disabled. ISP entry by pulling
PIO0_1 LOW is disabled if a valid user code is present in flash sector

/LPC1768.jpg.250x250_g85.jpg ’

https://tinyurl.com
/yvehn3dx
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Fault injection attack on LPC code read protection (CRP)

Table 372. Code Read Protection options

Name Pattern Description

programmed in

0x0000 02FC H H
NO_ISP 0x4E69 7370 Prevents sampling of pin PIO0_1 for g Va I u e I n C RP reg Mea n I n g

available for other uses.
CRP1 0x12345678 Access to chip via the SWD pins is disi

flash update using the following ISP cf OX 1 2345678 C R P 1

* Write to RAM command should n;
0300. Access to addresses below

* Copy RAM to flash command car|

T s 0x87654321 CRP2

* Compare command is disabled.
* Read Memory command is disabl
This mode is useful when CRP is requ 0 3 8 6 C 3
needed but all sectors can not be eras X4 2 1 7 5 R P
is disabled in case of partial updates t
implement checksum mechanism to v|

R OOTEE e asmes | OX4E697370 NO_ISP

* Read Memory -

* Write to RAM
G .
ol Any other value No protection

* Compare
. When CRP2 is enabled the ISP erase command only allows erasure
https://os.mbed.com/media/cache/platforms Lo Sy .
CRP3 0x43218765 Access to chip via the SWD pins is disabled. ISP entry by pulling

PIO0_1 LOW is disabled if a valid user code is present in flash sector

/LPC1768.jpg.250x250_g85.jpg ’

https://tinyurl.com
/yvehn3dx



Slides:  [EIiEE[E]
tinyurl.com | x;
/muujw9ze E|

Fault injection attack on LPC code read protection

// Bootloader

Usel o= and Inks

#tdefine CRP1 0x12345678
#tdefine CRP2 0x87654321
uint32 t crp = *CRP_REG;
if(crp == CRP1){...}
else if (crp == CRP2){...

Glitch here!

https://av.tib.eu/media/32392


http://www.youtube.com/watch?v=YNpJ3c1GJoc
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Fault injection attack on Xbox 360 (2011)

Power ON/Restart

[ System Startup/Hardware initilazation B e

(ncks [ Boot loader Stage 1 MBR loading

sh
pX 3\/\15*‘\/’0

Boot loader Stage 2 GRUB Boot loader

Kernel Linux OS

J

https://tinyurl.com/44ywmnéa ht t'pis?: /7fihyiur:1 .com/mt7temrm
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Fault injection attack on Xbox 360 (2011)

Power ON/Restart
= : | BIOS/System

// Overly simplified Xbox code [ System Startup/Hardware initilazation | stan
1f (mememp (ker_sha, exp sha, n) == 0) (necks [ Boot loader Stage 1 MBR loading
{ oA S

run kernel () ; siantuie Boot loader Stage 2 | GRUB Boot loader
} \ C,NC\L‘ :
else error(); e Kernel | unuxos

https://tinyurl.com/mt7témrm
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Fault injection attack on Xbox 360 (2011)

// Overly simplified Xbox code
if (memcmp (ker sha, exp sha, n)
{

run_kernel () ;

} \ CN"\{"'

else error();

Glitch this!

Power ON/Restart

[ System Startup/Hardware initilazation

N

= 28 G

) (ks [ Boot loader Stage 1
AT 3
sranttuic [ Boot loader Stage 2 |

[ Aadev gorfial Lovnel

BIOS/System
start

MBR loading

GRUB Bool loader

Linux OS

Run levels

User commands

https://tinyurl.com/mt7témrm




Slides: Ofp30
tinyurl.com | =

/muujw9ze E|

I ?
DlSCUSS! How would you fix the code:

// Overly simplified Xbox code
i1f (memcmp (ker sha, exp sha, n) == 0)
{
run kernel () ;
}

else error();
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Kahoot!
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Level 6: IC decapping
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Exposes the internal silicon

https://i.ytimg.com/vi/mTIFStxAVz4/hgdefaultjpg https://tinyurl.com/bdz33ttz
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Optical side-channel / fault injection attacks

Emitter
Metalllc Contact

I {!M l
N-Collector

% 4 Homojunction Phototransistor F s
Metallic : - | ~
100 + Contacty 2 RN =
80 + b
8 i IENTN
60 1 H
£
40 1
20 +
0 - > >
Wavelength in nm Volts VC
Spectral Resp of Phototransi Coll Characteristics of Phototransistor Heterojunction Phototransistor

https://tinyurl.com/8e5v2cww » 4 a,F ‘ S
https://hackaday.com/wp-content/uploads/2024/08/LFl.png?w=800



https://tinyurl.com/yhzw5btj

N

~ Metal Cuts

S (N
e o
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Countermeasures
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Fighting side-channel attacks

Noncorrelating/Constant Time

e Randomdelays
gets(enteredPw);
// random delay

if (strcmp (enteredPw, correctPw) =

0)...

e Constant-time memcmp
// diff = 0
// n times:

// diff = diff | (cl[n] ©~ c2[n

// return diff (0 if cl == c2)

Noncorrelating/Constant Power Consumption

Use more of the IC when conducting
sensitive operations

Use side-channel-resistant cryptographic
libraries (masking, blinding)
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Fighting fault injection attacks

Nontrivial constants Control flow verification

e #define FALSE 0x12345678 e Checkthat loops end with the right count
#define TRUE 0x87654321 e Double-check critical operations

° memcp if (memcmp (in, actual, n)==0)
#define C1 O0xAO0BOCO00O {
#define C2 0x01020300 if (memcmp (in, actual, n)==0)
// diff = 0 {
// n times: // Do stuff
// tmp = (Cl|cl[n]) ~ (C2|c2[n]) }
// diff = diff | tmp }

// return diff
// (0xA1B2C300 1if cl == c2)



tinyurl.com &
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Determine what secrets you're
trying to protect, who could
attack them, and how. Then
employ countermeasures
against those specific attacks.
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Conclusion
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H Summarize the most important points of the
Discuss! | portant p
last hour with the person next to you.
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Closing thoughts

‘ \ L.
Level 3: Level 5:
Level 1: : PCB o e Fault-injection
Researching s modifications = == o -r attacks
S 1 1 1 i | ] N
_ i i | 1 ¥ T 7
= mmmm— Level 2: Level 4: Level 6:
Jl.sn--;mll‘lh‘-ﬁ-‘b- -
: Snoopin Side-channel IC decappin
ping L N pping
| *% attacks Glack Gicn ,
: _'{'.-;2 o 1 e L. ‘
#* aof VhiHd
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Questions?

u.,. w
w ..'&.Adlll

- il

o [ foees.
Level 3: Y

- Level 5:
Level 1: : . PCB Qs' Fault-injection
Researching il N modifications s o attacks
S 1 1 1 i | ] N
_ i i | 1 ¥ T 7
momm— Level 2 Level 4: Level 6:
!_rl. o Bh W G e o -
Snooping Side-channel IC decapping
| e |y B2 N
| *% » f attacks Clack Glitcn
'.-;. -."v:! ~ ‘.,.. ’.‘ _ ol Voltopo N Eault ihleotle '” BRARS
1{' b i L § R
#* aof VhiHd



Slides:  [EI}E=[a]
tinyurl.com g ¥
/muujw9ze [u]

Thank you!
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Kahoot!




