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1. Introductions
2. How bad is it?
3. Introduction to the CW-Nano
4. Attacking a target

a. Side-channel attacks
b. Fault injection attacks

5. Closing thoughts

Project 1: Getting a power trace

Project 2: Use power traces to identify 
individual bits

Project 3: Use DPA to recover an AES key

—-----------------

Project 4: Characterizing voltage faults

Project 5: Use voltage FI to bypass UART 
login
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Differential Power Analysis (DPA) attack 
on AES128 to recover private key

Voltage fault injection attack to bypass 
UART password

The real reason we're here today!
https://tinyurl
.com/3kw99dfc

https://docs.google.com/file/d/1HqAApttRsNVM7xoODUjXhZnlKwDzva5b/preview
https://docs.google.com/file/d/1yUjny9NSME-GoFBg1WSfsftLKHM4dlIm/preview
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Selected publications:
● "Inside the Voja4" (Hackaday Supercon)
● "OOP in C" (Embedded Online Conference)
● "You Don't Need an RTOS" (EmbeddedRelated.com)
● "Message Passing with Pointers" (Maker.io)
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Nathan Jones

https://www.youtube.com/watch?v=cUcKpRigZts
https://embeddedonlineconference.com/session/Object_Oriented_Programming_in_C
https://www.embeddedrelated.com/showarticle/1636.php
https://www.digikey.com/en/maker/tutorials/2025/message-passing-with-pointers
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A fundamental problem

https://tinyurl.com/65sk6fum
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The only solution I've come up with

https://www.creativefabrica.com/product/ubuntu-i-am-because-we-are/
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● My goal today isn't to learn the most for 
myself, but to help others learn the most 
for themselves.

● Help can come in many forms
○ "Look at this cool thing I did! Let me 

teach it to you."
○ "Hey, you just did a cool thing! [or, Help, 

I don't get this!] Show me so that I can 
learn along with you."
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A paradigm shift

https://www.creativefabrica.com/product/ubuntu-i-am-because-we-are/
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● Introduce yourself to the people around you
● Ask:

○ What did you have for breakfast today?
○ What do you want to learn today?
○ What's the meaning of life?

● Also, install the necessary software
○ Visit chipwhisperer.readthedocs.io
○ Follow the installation instructions for

■ your OS
■ or just use VirtualBox (will require 

Firefox/Chrome)
○ Confirm setup using "ChipWhisperer 

Setup Test"
11

Your turn!

https://www.creativefabrica.com/product/ubuntu-i-am-because-we-are/

http://chipwhisperer.readthedocs.io


How bad is it?
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Every device needs HW security

https://tinyurl.com/4v5nmrf6
https://tinyurl.com/bdew33pb
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Threat capabilities
Step 1: Research and reverse engineering

https://cdn.kthlaw.com/media/public/content/images/fcc_id.png

https://www.autodesk.com/products/fusion-360/blog/wp-content/u
ploads/2021/08/cyber-2377718_1280-1024x686.jpg

https://sergioprado.blog/images/
20200206-binwalk-entropy.png

● Product manuals
● Schematics, FW
● Repair tutorials
● Patent filings
● FCC filings
● Datasheets
● (Un)Labelled ports



www.embeddedsummit.com

https://tinyurl
.com/3kw99dfc

15

Threat capabilities
Step 1: Research and reverse engineering

https://cdn.kthlaw.com/media/public/content/images/fcc_id.png

https://www.autodesk.com/products/fusion-360/blog/wp-content/u
ploads/2021/08/cyber-2377718_1280-1024x686.jpg

https://sergioprado.blog/images/
20200206-binwalk-entropy.png

● Product manuals
● Schematics, FW
● Repair tutorials
● Patent filings
● FCC filings
● Datasheets
● (Un)Labelled ports

Used to expose backdoors in x86 CPUs (2018) 
and to defeat Cisco root of trust (2020)!!

https://www.youtube.com/watch?v=_eSAF_qT_FY
https://www.youtube.com/watch?v=T3VPvPTrwB0
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● JTAG
● UART
● SPI
● Peripherals
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Threat capabilities
Step 2: Snooping

https://www.tag-connect.com/wp-content/uploads/2018/03/no-slip-probes-2-1200x800.jpg

https://riverloopsecurity.com/img/blog/hw-101-jtag/header.jpg
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● JTAG ← Unlocked? Susceptible to fault injection?
● UART
● SPI
● Peripherals

17

Threat capabilities
Step 2: Snooping

https://www.tag-connect.com/wp-content/uploads/2018/03/no-slip-probes-2-1200x800.jpg

https://riverloopsecurity.com/img/blog/hw-101-jtag/header.jpg
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● JTAG ← Unlocked? Susceptible to fault injection?
● UART ← Does execution time leak the correct pw?
● SPI
● Peripherals
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Threat capabilities
Step 2: Snooping

https://www.tag-connect.com/wp-content/uploads/2018/03/no-slip-probes-2-1200x800.jpg

https://riverloopsecurity.com/img/blog/hw-101-jtag/header.jpg
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● JTAG ← Unlocked? Susceptible to fault injection?
● UART ← Does execution time leak the correct pw?
● SPI
● Peripherals ← Can we spoof or fault these signals for an atk?
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Threat capabilities
Step 2: Snooping

https://www.tag-connect.com/wp-content/uploads/2018/03/no-slip-probes-2-1200x800.jpg

https://riverloopsecurity.com/img/blog/hw-101-jtag/header.jpg
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● JTAG ← Unlocked? Susceptible to fault injection?
● UART ← Does execution time leak the correct pw?
● SPI
● Peripherals ← Can we spoof or fault these signals for an atk?
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Threat capabilities
Step 2: Snooping

https://www.tag-connect.com/wp-content/uploads/2018/03/no-slip-probes-2-1200x800.jpg

https://riverloopsecurity.com/img/blog/hw-101-jtag/header.jpg

Playstation 3 was hacked in 2010 by glitching a 
memory operation between the MCU and 
external memory that resulted in a memory leak!
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● Configuration resistors/jumpers
● Read from/write to external memory
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Threat capabilities
Step 3: Alter the PCB

https://i.sstatic.net/iis71.jpg

https://www.totalphase.com/media/blog/2020
/06/4653066327_e29062b4b7_b.jpg
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Threat capabilities
Step 4: Side-channel attacks

https://encrypted-tbn0.gstatic.com/images?q=tbn:ANd9GcTq3YSoG
_cL3ENPKtwCp76ygZUaLMUKaDqirw&s

Zhou, Yongbin & Feng, DengGuo. (2005). Side-Channel Attacks: Ten Years After Its Publication and 
the Impacts on Cryptographic Module Security Testing.. IACR Cryptology ePrint Archive. 2005. 388. 
https://eprint.iacr.org/2005/388.pdf
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Threat capabilities
Step 5: Fault injection attacks

https://www.intel.com/content/dam/www/central-libraries/us/
en/images/2025-07/security-daniel-blog-figure2.png

https://pub.mdpi-res.com/applsci/applsci-10-03849/article_deploy/
html/images/applsci-10-03849-g001.png?1592831188

https://tinyurl.com/5cy3pt7x
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● Imaging (microscope, SEM)
● Microprobing
● Optical emission analysis
● Optical FI
● FIB editing

24

Threat capabilities
Step 6: Decapping (followed by more RE, SCAs, FIs)

https://miro.medium.com/v2/resize:fit:1200/1*RU_BdQQ5xEUrWMaqUTbEzA.jpeg

https://tinyurl.com/2fvm7cyr
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Determine what secrets you're trying to protect, who 
could attack them, and how. Then employ 

countermeasures against those specific attacks.

25

All's not lost!



Introduction to the CW-Nano
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CW-Nano
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Cheatsheet
int main(void)
{
  simpleserial_addcmd('c', 0, myCmd)
  while(1) simpleserial_get();
}

uint8_t myCmd(uint8_t* pt, uint8_t len)
{
  trigger_high();
  // Do stuff
  return 0x00;
}
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Your turn!
Follow SCA101/Lab 2_1A to get a single power trace.



Attacking a target
4

Side-channel analyses
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MCUs leak information in many 
different ways

Zhou, Yongbin & Feng, DengGuo. (2005). Side-Channel Attacks: Ten Years After Its Publication and the Impacts on 
Cryptographic Module Security Testing.. IACR Cryptology ePrint Archive. 2005. 388. https://eprint.iacr.org/2005/388.pdf
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Power traces leak information 
about what an MCU is doing (SCA101/Lab 2_1A)
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Your turn!
Match each trace to its code snippet!

?
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Power traces even leak informa-
tion about how many bits are 1
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Power traces even leak informa-
tion about how many bits are 1
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Your turn!
Complete SCA101/Lab 3_1
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What if we didn't know which 
trace was which?
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How can we use this to break 
AES128?
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AES encryption

https://privacycanada.net/app/uploads/2019/01/aes-algorithm-diagram.png

https://en.wikipedia.org/wiki/Rijndael_S-box

This is the private key!!
(at least, for AES128 it is)

Attack the value here
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AES encryption

https://privacycanada.net/app/uploads/2019/01/aes-algorithm-diagram.png

https://en.wikipedia.org/wiki/Rijndael_S-box

This is the private key!!
(at least, for AES128 it is)

sbox[pt[n]^key[n]]

Must be 0x00!!

0x18 = sbox[0x34^key[0]]
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AES encryption

https://privacycanada.net/app/uploads/2019/01/aes-algorithm-diagram.png

https://en.wikipedia.org/wiki/Rijndael_S-box

This is the private key!!
(at least, for AES128 it is)

sbox[pt[n]^key[n]]

???

0x18 = sbox[0x34^key[0]]
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How can we use this to break 
AES128?

sbox[pt[0]^key[0]]



www.embeddedsummit.com

https://tinyurl
.com/3kw99dfc

44

Your turn!
Complete SCA101/Lab 3_3

sbox[pt[0]^key[0]]



Attacking a target
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Fault injections

https://tinyurl
.com/3kw99dfc



www.embeddedsummit.com

https://tinyurl
.com/3kw99dfc

For the STM32F042 on our CW-Nano:

46

Required operating conditions

https://www.build-electronic-circuits.com/wp-content/uploads/2022/11/D-flip-flop-basics.png

https://www.st.com/resource/en/datasheet/stm32f042f4.pdf
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For the STM32F042 on our CW-Nano:

47

But what happens if we don't?

https://www.build-electronic-circuits.com/wp-content/uploads/2022/11/D-flip-flop-basics.png

https://www.st.com/resource/en/datasheet/stm32f042f4.pdf
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For the STM32F042 on our CW-Nano:
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But what happens if we don't?

https://www.build-electronic-circuits.com/wp-content/uploads/2022/11/D-flip-flop-basics.png

We don't know! Most likely reset, but 
occasionally:
● Skipped instructions
● Altered/corrupted instructions
● Altered/corrupted memory

https://www.st.com/resource/en/datasheet/stm32f042f4.pdf
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Glitch characterization
Fault101/SOLN_Fault 2_1B
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Your turn!
Fault101/SOLN_Fault 2_1B
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or afterward, corrupt passok to be non-0

51

Preparing to glitch: Identifying a 
target

Skip passok = 0;

Skip backwards jump
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Your turn! 
Fault101/SOLN_Fault 2_2B



Closing thoughts
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● Countermeasures do exist for these attacks
● For more fun:

54

Closing thoughts
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 “Security is not a one-time 
event. It’s an ongoing 
process.”

John Malloy
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MITRE eCTF
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2025 eCTF: Secure Satellite TV
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2025 eCTF: Secure Satellite TV

Analog Devices 
MAX78000FTHR
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2025 eCTF: Secure Satellite TV

Analog Devices 
MAX78000FTHR

Security requirements:
1. An attacker should not be able to decode TV 

frames without a Decoder that has a valid, 
active subscription to that channel.

2. The Decoder should only decode valid TV 
frames generated by the Satellite System the 
Decoder was provisioned for.

3. The Decoder should only decode frames with 
strictly monotonically increasing timestamps.
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2025 eCTF: Secure Satellite TV
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2025 eCTF: Secure Satellite TV
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Past competitors
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Past competitors

+9 others!
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For more hardware hacking fun

● Follow along: ectf.mitre.org
● Volunteer with a local team
● Start your own team!
● Get some friends and replay past 

competitions
Analog Devices 
MAX78000FTHR

http://ectf.mitre.org
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Thank you


