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Example usage:
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import chipwhisperexr as cw

## Initialize scope and target -0.2
scope = cw.scope()

target = cw.target(scope, cw.targets.SimpleSerial)
scope.default_setup()
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Vs Ao —| r ADC data trigger_high();
—— SsAMYs Lic- ’“ _ volatile long int A = OXEGAY;
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i Get a power trace (not shown: flashing the target) ' ' ' ' ! ' ' ' ' !
ktp = cw.ktp.Basic() 0 1000 2000
trace = cw.capture_trace(scope, target, ktp.next_text())
{# Sends 'p' + text to target; ADC records when trigger is set
{## trace is a namedtuple with
# - wave (ADC data)
# - textin (the text that was sent) 7
# - textout (the reply from the target) :
# - key (if used) -
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Can use SPA fo infer key bifs when MCU operations depend on those bifs:
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RSA keys can be extracted in exactly this way,
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C = P° mod N

P=C%? mod N

C: Cipher Text
P: Plain Text
e: Public Key
d: Private Key
N: modulo

(a) RSA crypto algorithm
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input X, N,d= (dk-lrdk-Z.r ...... ,do)
output: Z=X9mod N
Z&1;
Fori=k—-1down to0Odo
Z&<ZXZmodN;  //Square
if (d; = 1) then
Z&ZX Xmod N; //Multiply
end
end
return Z;

(b) Modular exponentiation (X¥ mod N)
calculation using left to right binary method
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(c) Power dissipation model during modular exponentiation
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. Skipped instructions
« Alfered/corrupted instructions
« Altered/corrupted memory
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uint8_t get_secret (uint8_t* in,
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In:

Out:
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[xc7 xO03 x2c xae xc8

[Xx2b x9a xb5e xd1l xb4 xff x92 x26 xff xf6 x35 xle x14 xe3 x08 x88]

AN
xc9 x5b x23 xa3 x19 x8c x74 x38 xbl x81]
N

L
Should be %33, not xtrr (sboxixff"x991 = x33)

ulnt8 t 1len)

It ldrb is skipped: It addr is miscalculated:
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1) Average many Traces (reduces the noise in each frace)
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2) Subtract the averages ot the two fraces
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Requirements/assumpTions:
Traces are aligned in fime
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We can use this To attack AES!!

ADC caplures relevant data
Suthicient number of fraces to reduce noise

Corollary: Exact same operafion is occurring
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A lot ot well=wriften sotfware has huge vulnerabilities it { Nov mally:
the MCU is forced to randomly skip an instruction or it a 8000638 580 push {r7, lr} !
| | | | 800063a: 082 sub sp, #8 After: 3 Aftey: r3 After: v
reqgister value is suddenly and inexplicably changed, Preamble 800063c : 2£00 2dd r7, sp, #0 e -
800063e: 6078 str r0, [r7, #4] ldr | Addr of access ldr | Addr of access v of access
8000640 : 000a movs r2, rl
8000642: 1cfb adds r3, r7, #3 i ~
| | 8000644 : 701a strb 12, [r3, #0] ldvb [Value of access OO MIHE lalrb Va\“e
_& bool access = false; chwpﬂes info if (access) simpleserial put('r', strlen(secret), (uint8_t*)secret); 1 |
char * secret = "SECRET THING"; > Tect 8000646: 4b12 1ldr r3, [pc, #72] (8000690 <get_secret+0x58>) cmp Value of access cmy AOIOIV ot access cmp  |Value
char * denied = "ACCESS DENIED"; / €51 dCCEesS 8000648 - 781b 1drb r3, [r3, #0] ¢ S I S I N —
Vayuﬂﬂe 800064a: 2b00 cmp r3, #0
uint8_t get_secret (uint8_t* in, uint8_t len) r——800064c: dood beq.n 800066a <get_secret+0x32> €= cmp r3, #0
{ 800064e: 4bl1 ldr r3, [pc, #68] ; (8000694 <get_secret+0x5c>) ‘N —
1f (access) simpleserial put('r', strlen(secret), (uint8_t*)secret); ( 8000650 : 681D 1dr r3, [r3, #0] v ldr r3, [pc, #68]
else simpleserial_put('r', strlen(denied), (uint8_t*)denied); 8000652 : 0018 Movs r0, r3 , , . e
return 0x00; 8000654 : £f7ff fe9c bl 8000390 <strlen> EXGCMTKNQ qoes SfVamﬂﬁ’lme The |F bYaWCh!!
) . - 8000658 0003 MOV'S r3, r0 i T e e e mm mn
C?\\ simpleserial_put 800065a: b2d9 uxtb  rl, r3
with secret msqg 800065c: 40d 1dr r3, [pc, #52] (8000694 <get_secret+0x5c>)
800065e: 681b 1dr r3, [r3, #0]
8000660: 001la movs r2, r3 A< above:
: : 199 8000662: 2072 movs r0, #114 0x72 | 1 | |
But what do we do it fhe fraces look identical? 8000664 : £000 £98e bl 8000984 <simpleserial put> o Skip This instruction (¥3 still has 'value of access")
—1T—8000668: e00c b.n 8000684 <get_secret+0x4c> N :
! + | else simpleserial put ('r', strlen(denied), (uint8. t*)denied): « Maltorm the addr (strlen operates on addr ot $#x"1, not addr ot denied)
5| MOV, vunning o ->800066a: 4b0b ldr r3, [pc, #44] (8000698 <get_secret+0x60>) &
look—up" 800066¢C: 681b 1ldr r3, [r3, #0]
Inpuf ¥ Oufput (ADC data) 800066e: 0018 movs  r0, r3 . — r0, 3
. . 8000670: f7ff fe8e bl 8000390 <strlend> e B ——86606396~ <strlems
- Call simpleserial_put 8000674 0003 movs  r3, r0 v movs 13, 20
04 & Vﬂfh demkxi Msg 8000676 b2d9 uxtb rl, r3 | |
I 8000678 4b07 ldr r3, [pc, #28] (8000698 <get_secret+0x60>) 0 holds addr ot denied, not strlen(denied):
. o 800067a: 681b ldr r3, [xr3, #0] — e ——— —————— — ————
[OX1A, OXGO, .] > 0 g [0X63, @XAZ, ...] 800067 ¢ : 001a movs r2, r3
02 E /§~ 800067e: 2072 Movs r0, #114 0x72
04 HW: 4 8000680: £f000 £980 bl 8000984 <simpleserial_put>
e return 0x00; ‘ - .
X . 5 000esa s 2500 s '3 #0 It we can force ‘strlen(denied)* 1o be longer
N HW: 5 ) than “denied", we can read 'secret':r
a ¢ 8000686 0018 movs  r0, r3
v % 8000688 4 6bd mov sp, r7
|
[Ox1B, Ox00, ...] — - . N —> [0x7C, OxA2, . ] 8000683 : 00?2 add sp, #8
S Postamble 800068c: bd80 pop (r7, pc)
@ 800068e: 46¢0 nop (mov r8, r8)
s e A 8000690: 20000028 .word 0x20000028 BMT Wai‘h Theye's Moy e!
. 8000694 : 20000004 .word  0x20000004 |
8000698 : 20000000 _word 0x20000000 Q/\ddb’ O‘F S€CY€T Msg . S‘\'aY‘t-UP COd@ where access IS S@ﬁt TO O/fa\se
Addr of denied msg . Code that updates access it correct pw is enfered

AES S-box
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00 63 | 7c |77 |7b |f2 |6b |6f |c5 |30 |01 67 |2b fe d7 |ab | 76
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aTtack on AES

AP% 80 cd Oc |13 |ec |5f |97 (44 |17 (c4 (a7 |7e |3d |64 |5d (19|73
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P 3) The key guess with the highest peak is the likeliest value:
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