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] “Exceptions”, not “Exceptions”

C++ (and Java, Python,

- . etc) exception handling
. « try/catch mechanism
Exceptions =+ Return codes

* QOut-arguments
* Local variable (i.e. errno)
+ Signal handlers/Callbacks

» Possible (though, perhaps,
unlikely) edge case that
would disrupt normal L
program execution if left
unaddressed

 EX

« Numeric overflow/ underflow
 Invalid user input/ sensor values
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i Exceptions, not Errors

Use asserts, i.e.
* Reset the system

Exceptions Errors — Revert to g “safe
« Possible (though, perhaps, « Incorrect code; “impossible” mode”
unlikely) edge case that situation
would disrupt normal  Ex
program execution if left e int *p;
unaddressed *p o= 4;
e EX e int 1 = -1;
« Numeric overflow/ sqrt (1) ;
underflow * xTaskCreate
 Invalid user input/ returns error

sensor values
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Robust programs are “anti-fragile”

a0
.a Brenan Keller

N
A QA engineer walks into a bar. Orders a beer. Orders O beers. Orders

99999999999 beers. Orders a lizard. Orders -1 beers. Orders a
ueicbksjdhd.

First real customer walks in and asks where the bathroom is. The bar

bursts into flames, killing everyone.
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i Agenda

Identify
possible
exceptions

Steps 1-4: Fix your
(leaf) functions

e try/catch

Report e Return values
) * Out-arguments
exce ptl ons

¢ Local variables

| woclvariabies Steps 5-7: Do something
,~ when an exception occurs

Respond to itk

. e Retry
EXCEPTIONS Yo T
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] A Case Study

void myTask (void) uintle t A(void)
{ {
while (1) uint32 t timeout = 10000;
{ /* Start ADC conv */
uintlé t val = A(); while (/* 'done */ && timeout-- > 0);
B(val) ; return /* ADC result */;

C(); }
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] 1a) Identify which exceptions to handle

void myTask (void) uintle t A(void)
{ {
while (1) uint32 t timeout = 10000;
{ /* Start ADC conv */
uintlé t val = A(); while (/* !done */ && timeout-- > 0);
B(val) ; /* Poss exec: ADC error */
C(); /* Poss exec: Timeout (and ADC !done) */
} return /* ADC result */;
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] 1a) Identify which exceptions to handle

Remember: exceptions, not errors

void myTask (void) uintle t A(void)
{ {
while (1) uint32 t timeout = 10000;
{ assert (/* ADC initialized */);
uintl6 t val = A(); /* Start ADC conv */
B(val) ; while(/* !done */ && timeout-- > 0);
C(); /* Poss exec: ADC error */
} /* Poss exec: Timeout (and ADC !done) */
} return /* ADC result */;
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B Your turn!

Come up with as many examples of exceptions as you can!

« One of your previous/current projects
* From these sample systems
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i Examples of Possible Exceptions

« Numeric overflow/underflow
 Invalid user input/sensor values
« Communications errors (parity error, checksum failed, timeout, etc)
« Odd behavior (ADC maxing out, sensor reading is physically impossible*, full power
to motor for a long period of time, etc)
« Peripheral not connected/initialized
* File not found, empty file
* Nice to haves:
« Debugger attached/not attached
« USB-to-UART attached/not attached
: One possible source of the Boeing 737-MAX crash!

*
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i Examples of Possible Exceptions

The plane’s sensors took different readings

Angle of attack

+60° Left sensor "
Take off
+30°
00
=Jﬁ""""d _
) Right sensor
-30 Sensors begin taking
conflicting readings
60° l
08:38 08:39 08:40 08:41 08:42 08:43
Time
Source: Ethiopian Aircraft Accident Investigation Bureau B|B|C|
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C H I L D R E N a re yo u r p ro b I e m https://betterembsw.blogspot.com/2013/01/exception-handling-fishbone-diagram.html

Computational Hardware I/O and file Library-function LIVl
problem problem problems problem

Companion blog to the book Better Embedded System Software by Phil Koopman at Carnegie Mellon Univers

: Tnsufficient File does not
«— Divide by zero ; ] dard Libras
. —_— disk space exist Standard libraries Friday, January 25, 2013 Pages
Umninitialize : 55 not available
s, «— Power outage File permissions e

Spurious incorrect Exception Handling Fishbone Diagram
interrupts
Disconnected/

dismounted

Standard libraries
modified

Incorrect return code *NOTE: | would classify some of these as errors, not exceptions
from external function

Square root of a Automotive softwart

: <+ Ti

negative number File corrupted

#— File moved
Invalid

e

filename

«— Type mismatch
@«— Timeout

Insufficient Corrupt Incorrect parameters
precision memory OQutput file *— passed to external
already exists function
«— Crash

Overflow/

underflow « File locked by

another program

«— Transient errors Exceptjon

Failure

Failure to
handle error
return code

Incorrect
command line
arguments

Empty data file
Incorrect
delimiters

«— Illegal access

Non-numerics in/  Values of
mumeric field /e— arguments

Erroneous «— Buffer overflow

+— response to
prompt

N i ; <— Corrupt memory
Non-ascii invalid
/e Non-allocated
‘«— Extraneous data v acc
Wrong number memory accessed

«  Late response
of arguments

Missing data to prompt <+— Insufficient memory

Data values Memory allocation error

outside of range/  Wrong type of /, No response to ‘e— Array boundary violation

Missing end of arguments prompt
file «— Invalid pointer dereferenced
Data-input Return-value problem: | | External user/ Null pointer and
problem function/procedure call | |client problem memory problems
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i 1b) Prepare to report the exception

void myTask (void) uintle t A(void)
{ {
while (1) uint32 t timeout = 10000;
{ /* Start ADC conv */
uintlé t val = A(); while (/* !done */ && timeout-- > 0);
B(val); /* Poss exec: ADC error */
C(); /* Poss exec: Timeout (and ADC !done) */
} return /* ADC result */;
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i Reporting Strategies

int foo( ARGS ) throw() { » Error reporting is part of the
Try/catch if( /* error */) throw /* Error type */; AP
) * Report errors at the
[[nodiscard]] err_t foo( ARGS ) ({ appropriate level of abstraction
err t err = /* “No error” */; .« err t/errno
Return value if(/* error */) err = /* Error type */; -
return err; * Boolean
} ¢ enum/int
int foo( ARGS, err t * err ){ e Struct
Out-argument if(/* error */) *err = /* Error type */; ¢ “sum type”, e.q.
} = std:optional
int foo( ARGS ) { = stdiexpected
Local variable if(/* error */) errno = /* Error type */;

} = tagged union

int foo( ARGS, void*(*err cbk) (void*) ) {
Signal/Callback if(/* error */) err cbk(NULL);
}
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i Reporting Strategies

Use... wif...
* You want to ensure that your code handles all exceptions
(and you don’t mind your program being terminated if an
Try/catch exception isn’t caught!)

You need to return an error from inside a constructor
Provided you can afford non-deterministic time/memory

Return value

You want simple, deterministic exception handling
You have control over your function signatures

Out-argument

You need to preserve the return value of your functions

Local variable

You're working on legacy code and can’t change your
function signatures

Signal/Callback

There is a common fix/workaround to specific exceptions
(think peripheral error ISR)
You want a single point of truth for exception handling
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Error reporting is part of the
API!

Report errors at the
appropriate level of abstraction
err_t/errno

 Boolean
e« enum/int
e Struct

* “sum type”, e.q.
= std:optional
= stdiexpected
= tagged union
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i Advantages and Disadvantages

Advantages Disadvantages
* Separates “happy path” from exception |+ Uncaught exceptions terminate the program
handling code (?) * The destructor for an incompletely constructed object
Try/catch |+ Calling code can’t ignore the error isn’t called, possibly creating a memory leak.

* Only way to return an error from inside |+ Stateless (unless you create your own exception types)
a constructor

* Simple « Moves any actual return values to out-arguments
Return value | = Program is alerted to error condition « Can beignored (but [[nodiscard]] could help)
immediately after one occurs (stateful)
* Preserves function’s return value » Function signatures all need to change
Out- . .
* Needs to be reset before each time its used
argument )
+ Can beignored
» Does not co-opt return value, nor require |« Needs to be reset before each time its used
Local changing function signatures « Can beignored
variable » Thread-safety needs to be considered carefully
» Global variables are generally discouraged
Signal/ » Singular function for error handling * Possibly some state information is lost
Callback * Doesn’t (immediately) alter program flow
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i 1b) Prepare to report the exception

void myTask (void) uintle t A(void)
{ {
while (1) uint32 t timeout = 10000;
{ /* Start ADC conv */
uintlé t val = A(); while (/* !done */ && timeout-- > 0);
B(val); /* Poss exec: ADC error */
C(); /* Poss exec: Timeout (and ADC !done)
} return /* ADC result */;
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i 1b) Prepare to report the exception

void myTask (void) uintle t A(void)
{ {
while (1) uint32 t timeout = 10000;
{ /* Start ADC conv */
uintlé t val = A(); while (/* 'done */ && timeout-- > 0);
B(val); /* Poss exec: ADC error */
C(); /* Poss exec: Timeout (and ADC !done)
} Storlng return return /* ADC result */;
} . } .
values of functions Using return value
void myTask (void) [[nodiscard]] err t A(uintl6 t * val) for error code
{ {
while (1) err t err = NO ERR;
{ uint32 t timeout = 10000;
uintlé t val; /* Start ADC conv */
err t err = A(&val); while (/* !done */ && timeout-- > 0);
err = B(&val); /* Poss exec: ADC error */
err = C(); /* Poss exec: Timeout (and ADC !done)
} *val = /* ADC result */;
} return err;
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l 2) Celebrate!
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I 2) Celebrate! ' |

Fogg Behavior Model o | I N v
B=MAP HAI S

Prompts
succeed here

~_The Small Changes
That Change Everythmg -

B FOGG, PhD

) Founder of Stanford! sBehawor Design Lab

Motivation

Prompts
fall here

0 > fully automatic

Behavior on the Strong Hablits

Ability
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l 2) Celebrate!

void myTask (void) [ [nodiscard]] err t A(uintl6e t * val)
{ {
Whlle (1) /**********************************************
{ * (VN Sus Bunny says this function has  *
uintl6e t val; * (-.-) identified possible exceptions and *
err t err = A(&val); * o (") (") she is giving them mad side-eye! *
err_: B(&Val); **********************************************/
err = C(); err t err = NO_ERR;
} uint32 t timeout = 10000;
} /* Start ADC conv */

while(/* !done */ && timeout-- > 0);
/* Poss exec: ADC error */

/* Poss exec: Timeout (and ADC !done)
*val = /* ADC result */;

return err;
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B Your turn!

Prepare to handle exceptions and then celebrate!

« One of your previous/current projects
* From these sample systems
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I 3a) Log the exception

[ [nodiscard]] err t A(uintl6o t * val)

{

/**********************************************

* (N (\ Sus Bunny says this function has *
* o =-.=) identified possible exceptions and *
* o (") (") she is giving them mad side-eye! *

**********************************************/

err t err = NO ERR;

uint32 t timeout = 10000;

/* Start ADC conv */

while (/* !'done */ && timeout-- > 0);

/* Poss exec: ADC error */

/* Poss exec: Timeout */

if(/* ADC error */ || timeout == 0)
{

*val = /* ADC result */;
return err;
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{

[ [nodiscard]]

3a) Log the exception

err t A(uintlée t * wval)

/********************************************‘k‘k

(N (N Sus Bunny says this function has *
* o =-.=) identified possible exceptions and *
* o (") (") she is giving them mad side-eye! *
******~k~k~k~k~k~k*******************************‘k‘k‘k/
err t err = NO ERR;

uint32 t timeout = 10000;
/* Start ADC conv */
while (/* !'done */ && timeout-- > 0);

/* Poss exec: ADC error */
/* Poss exec: Timeout */
if(/* ADC error */ || timeout

{

== 0)

*val = /* ADC result */;
return err;
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Increment a variable

uint32 t err = 0;

if(/* there was an error */) err++;

Turn on/Blink an LED
if (/* error */) HAL GPIO_SetPin (LED);
if(/* error */) xTaskResume (BlinkyTask) ;

Store to memory

if (/* sensor value out-of-range error */) {
dataFile = SD.open("/data.txt", FILE APPEND);
if (datafile) {...}

Send out over UART/USB

if (/* sensor value out-of-range error */) {
Serial.println(“Sensor val out of range”);
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{

[ [nodiscard]]

3a) Log the exception

err t A(uintlée t * wval)

/********************************************‘k‘k

(N (\ Sus Bunny says this function has *
* o =-.=) identified possible exceptions and *
* o (") (") she is giving them mad side-eye! *
***************************‘k‘k‘k‘k‘k‘k‘k‘k‘k*******‘k‘k‘k/
err t err = NO ERR;

uint32 t timeout = 10000;
/* Start ADC conv */
while (/* !'done */ && timeout-- > 0);

/* Poss exec: ADC error */
/* Poss exec: Timeout */
if(/* ADC error */ || timeout == 0)
{
HAL GPIO_ SetPin (LED) ;
}

*val = /* ADC result */;
return err;
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Increment a variable

uint32 t err = 0;

if(/* there was an error */) err++;

Turn on/Blink an LED
if (/* error */) HAL GPIO_SetPin (LED);
if(/* error */) xTaskResume (BlinkyTask) ;

Store to memory

if (/* sensor value out-of-range error */) {
dataFile = SD.open("/data.txt", FILE APPEND);
if (datafile) {...}

Send out over UART/USB

if (/* sensor value out-of-range error */) {
Serial.println(“Sensor val out of range”);
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/*** moduleA.h ***/

l 3b) Raise the alarm T

[ [nodiscard]] err t A(uintl6 t * val) MODA_ERR_SOMETHING,
{ MODA ERR ANOTHER THING,
[ Kk kK ok kK Kk ok K Kk ok ok K K ok ok kK ok kK Kk ok ok ok Kk ok ok Kk k k Kk k ok ok NUM_ERRS_MODA
* (N (\ Sus Bunny says this function has * } err t;
* o =-.=) identified possible exceptions and *
* o (") (") she is giving them mad side-eye! * err t A(uintleé t * val);

**********************************************/

err t err = MODA NO ERR;
uint32 t timeout = 10000;
/* Start ADC conv */
while (/* !'done */ && timeout-- > 0);
if(/* ADC error */ || timeout == 0)
{
HAL GPIO_ SetPin (LED) ;
err = MODA ERR SOMETHING;
}
*val = /* ADC result */;
return err;
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/*** moduleA.h ***/

l 3b) Raise the alarm T

[[nodiscard]] err t A(uintl6 t * val) MODA_ERR_SOMETHING,
{ MODA ERR ANOTHER THING,
[ Kk kK ok kK Kk ok K Kk ok ok K K ok ok kK ok kK Kk ok ok ok Kk ok ok Kk k k Kk k ok ok NUM_ERRS_MODA
* (N (\ Sus Bunny says this function has * } err t;
* o =-.=) identified possible exceptions and *
% RNAL . o : _ I * err t A(uintle t * wval);
o (") (") she is giving them mad side-eye! _ _

**********************************************/

err t err = MODA NO ERR;

uint32 t timeout = 10000;

/* Start ADC conv */

while (/* !'done */ && timeout-- > 0);

if(/* ADC error */ || timeout == 0)
{ Alternatively:
HAL GPIO SetPin (LED); * throw (try/catch)
err = MODA ERR SOMETHING; ,», °* return (return values, early return)
} B B * *err = (out-args)
*val = /* ADC result */; * err = (local var)

return err;
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l 3c) End-of-function (1/2): What value to output?

[ [nodiscard]] err t A(uintleo t * val)

{ 1. -1/0/NULL
/***************************\{(*******f********** 1 BU‘t “AVOld |n_bond errors”
* (N (\ Sus Bunny says this function has *

* o =-.=) identified possible exceptions and * (SElEFH%OZ'C)

* o (") (") she is giving them mad side-eye! * 2. Last valid value
**********************************************/ Ulntl6 t A(err t * err){

err t err = NO ERR; uintlo t last = 0;

uint32 t timeout = 10000; //

/* Start ADC conv */ if(/* ADC error */ || timeout == 0){...}
while (/* !'done */ && timeout-- > 0); else last = /* ADC result */;

if(/* ADC error */ || timeout == 0) return last;

{ }

HAL, GPIO SetPin (LED) ;
err = ERR _SOMETHING; 3. Closest legal

} if (/* ADC result */ > OxFFF) *val = OxFFF;

else *val = /* ADC result */;
return err;
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] End-of-function (2/2): Clean-up (in C)

if (/* malloc failure */) {goto one;} if (/* malloc failure */) {err = 1;}
else if (/* couldn’t open file */) {goto two;} else if (/* couldn’t open file */) {err = 2;}
else err = C(); else err = C();
fclose(); fclose();
two: switch (err) {

free () ; case 2:
one: free();

// default? case 1:

default:

// default?
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I 4) Celebrate!
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I 4) Celebrate!

[[nodiscard]] err t A(uintl6 t * wval)
{

/*************************************************

* /\_/\ Attack Cat says this function is ready *
* (0.0 ) to pounce on possible exceptions *
* > 7~ < and it won’t pass along bad data! *
*************************************************/
err t err = NO ERR;

uint32 t timeout = 10000;

/* Start ADC conv */

while(/* !done */ && timeout-- > 0);

if(/* ADC error */ || timeout == 0)

{

HAL GPIO SetPin (LED);

err = ERR SOMETHING;
}
else *val = /* ADC result */;
return err;
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Bl Review

uintle t A(void)
{
uint32 t timeout = 10000;
/* Start ADC conv */
while (/* 'done */ && timeout-- > 0);
return /* ADC result */;
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Bl Review

Identified possible exceptions

uintle t A(void)
{
uint32 t timeout = 10000;
/* Start ADC conv */
while (/* 'done */ && timeout-- > 0);
/* Poss exec: ADC error */
/* Poss exec: Timeout */
return /* ADC result */;
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Bl Review

Prepared to report exceptions

[ [nodiscard]] err t A(uintleo t * val)
{
err t err = NO ERR;
uint32 t timeout = 10000;
/* Start ADC conv */
while (/* !'done */ && timeout-- > 0);
/* Poss exec: ADC error */
/* Poss exec: Timeout (and ADC !done)
*val = /* ADC result */;
return err;
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]l Review
Celebrated!

[ [nodiscard]] err t A(uintleo t * val)

{

/**********************************************

* (N (\ Sus Bunny says this function has =5
*( =.7) identified possible exceptions and *
* o (") (") she is giving them mad side-eye! B

**********************************************/

err t err = NO ERR;

uint32 t timeout = 10000;

/* Start ADC conv */

while (/* 'done */ && timeout-- > 0);
/* Poss exec: ADC error */

/* Poss exec: Timeout (and ADC !done)
*val = /* ADC result */;

return err;
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1 Review
Logged the exception

[ [nodiscard]] err t A(uintleo t * val)

{

/**********************************************

* (N (\ Sus Bunny says this function has *
* (=) identified possible exceptions and *
* o (") (") she is giving them mad side-eye! *

*************‘k‘k‘k‘k‘k‘k‘k‘k******‘k‘k**‘k‘k‘k‘k‘k**********/

err t err = NO ERR;
uint32 t timeout = 10000;
/* Start ADC conv */
while (/* 'done */ && timeout-- > 0);
if(/* ADC error */ || timeout == 0)
{

HAL GPIO_ SetPin (LED) ;

}

*val = /* ADC result */;
return err;

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConferance.com




]l Review
Raised the alarm

[ [nodiscard]] err t A(uintleo t * val)

{

/**********************************************

* (N (\ Sus Bunny says this function has *
* (=) identified possible exceptions and *
* o (") (") she is giving them mad side-eye! *

*************‘k‘k‘k‘k‘k‘k‘k‘k*************************/

err t err = NO ERR;
uint32 t timeout = 10000;
/* Start ADC conv */
while (/* 'done */ && timeout-- > 0);
if(/* ADC error */ || timeout == 0)
{
HAL GPIO_ SetPin (LED) ;
err = ERR SOMETHING;
}
*val = /* ADC result */;
return err;
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1 Review
Fixed the output

[ [nodiscard]] err t A(uintleo t * val)

{

/**********************************************

* (N (\ Sus Bunny says this function has *
* (=) identified possible exceptions and *
* o (") (") she is giving them mad side-eye! *

*************‘k‘k‘k‘k‘k‘k‘k‘k*************************/

err t err = NO ERR;
uint32 t timeout = 10000;
/* Start ADC conv */
while (/* 'done */ && timeout-- > 0);
if(/* ADC error */ || timeout == 0)
{

HAL GPIO SetPin (LED) ;

err = ERR SOMETHING;
}
else *val = /* ADC result */;
return err;
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]l Review
Celebrated!

[ [nodiscard]] err t A(uintleo t * val)

{

/*************************************************

* /\_/\ Attack Cat says this function is ready *
* (0.0 ) to pounce on possible exceptions *
* > 7 < and it won’t pass along bad data! *
*************************************************/
err t err = NO ERR;
uint32 t timeout = 10000;
/* Start ADC conv */
while (/* 'done */ && timeout-- > 0);
if(/* ADC error */ || timeout == 0)
{

HAL GPIO SetPin (LED);

err = ERR SOMETHING;
}
else *val = /* ADC result */;
return err;
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B Your turn!

Report your exceptions and then celebrate!

« One of your previous/current projects
* From these sample systems
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l 5) (Optional) Take data

%g'"

%

/;»

Z 8 7
i 1

EmbeddedOnlineConference.com
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B Cerge

sl le
l 6a) Handle the exception @ g
Prpe~FTA
void myTask (void) { ,E( ITRRTan ?H A AR E
while (1) { dos v ] r
uintlé t val r = ? I  ®
err t err = A(&val); @ ? J A F’:E{ -
err = B(&val); s = 0
_ -1 ?E.ff
err = C{();
/ J__L j—, \b’* (_ lAH’L q_J Wait for
} \\ J g o user input
J \_7,{_6_(.:. 'Z—[ KT@BJMAH’I‘FM
T A%

) =

7]
J
i

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConference.com




l 6a) Handle the exception: Abort (try/catch)

s
void myTask (void) J,
{ Err
while (1) j& [
{

try : L
{ =
uintle t val = A();
B(val) ; L,____¢
CQ)s

}
catch{...}
}

}
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l 6a) Handle the exception: Abort (try/catch)

s
void myTask (void) uintle t val; $
{ try{ e”
while (1) try{ val = A(); } % “"—”‘
{ catch{ throw a failed; }
try B J
{ tryl B(val); ) 2
| ry val) ; | =
uintl6 t val = A(); catch{ throw b failed; } 3 i = =
B(val) ; =
C(); try{ C(); }
} catch{ throw c failed; }
catch{...} }
} catch{...}
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l 6a) Handle the exception: Abort (Return values)

Logical or
uintlé t val; Evr
err t err = NO ERR; J‘ﬂ-——
(err = A(&val)) || (err = B(val)) || (err = C()); —_—
. €
. ~
Logical and 2 {——»
!'(err = A(&val)) && ! (err = B(val)) && ! (err = C());
\
~
Ternary i L2
(err = A(&val)) 2?2 { /* A() failed */ } : 5 R > o
(err = B(val)) ? { /* B() failed */ } : LA—-J
(err = C()) ? { /* C() failed */ } : { /* No failures */ }; @
If/else .
if (err = A(&val)) { /* A() failed */ }
else if (err = B(val)) { /* B() failed */ }
else if (err = C()) { /* C() failed */ }

else{ /* No failures */ }

EmbeddedOnlineConference.com
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6a) Handle the exception: Abort (Return values)

Logical or
uintle t val;
err t err = NO ERR;

b nbve

(err = A(&val)) || (err = B(val)) || (err = C()); f}b\ﬂ‘-k-
Logical and Livoo o
!'(err = A(&val)) && ! (err = B(val)) && ! (err = C());

Ternary

(err = A(&val)) 2 { /* A() failed */ }

(err = B(val)) ? { /* B() failed */ }
{ /* No failures */ };

(err = C()) 2 { /* C() failed */ }
If/else

if (err = A(&val)) { /* A() failed */ }
else if (err = B(val)) { /* B() failed */ }

else if (err = C()) { /* C() failed */ }
else{ /* No failures */ }
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l 6a) Handle the exception: Abort (Return values)

Do/while

uintlé t val; Evr

err t err = NO ERR; J_E;_]'__“

do Ak —_—

( (hev d
A(s&val); if(err) break; e
B(val); if(err) break; 9\/\0”( B = “"_”‘
C();

} while(0); éff‘/"% ) o

C |/

If guards —

err = A(&val); ~F—“"‘“*

if(!err) err
if(!err) err

o~
Q W
- <
e
'_l
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l 6a) Handle the exception: Abort (Return values)

Guard Clauses

err t foo( ARGS ) {

err t err = NO ERR;
if (/* error */)
else if(/* another error */)
else if(/* a third error */)
else
{

//
}

return err;

Perform foo

© EmbeddedOnlineConference.com All rights reserved

err t foo( ARGS ) {
err t err = NO ERR;

{ err = ERR1; } if( ! (/* error */) & &
{ err = ERR2; } !'(/* another error */) &&
{ err = ERR3; } '!'(/* a third error */) )

{

// Perform foo

}
else err
return err;

PRECONDITION NOT MET;
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l 6a) Handle the exception: Abort (Out-args/Local var)

uintl6e t val;
err t err = NO ERR;

({ exprl; err = A(&val); })
({ expr2; err = B(val); 1})
({ expr3; err = C(); });
uintle t val;

err t err = NO ERR;

({ val = A(&err); err;
({ B(&err, val); err;
C(&err);
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l 6a) Handle the exception: Abort (Out-args/Local var)

s
void myTask (void) \!v
{ uintlé t A(err t * err) Cor
while (1) { j&
i if (! (*err))
err t err = NO ERR; /’ { b

uintlé t val = A(&err); Eyikm {/ Do the stuff n: L
B(&err, val); LUV\\& if(/* error */) *err = ; S
C(&err) ; } ——-—"L

if(err) {...} }
}
}
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I 6a) Handle the exception: Abort (sum types)

std::optional/std::expected & C++23

A
H/\g e Y ror dala o evror cocla

VA v
std::expected<uintlo t, err t> A();
std::expected<void, err t> B(uintl6 t val);

std::expected<void, err t> C();

void myTask (void)

{ \,a\\/\’\\f)é“"’6

while (1)

{ AA
A(Q); — i
.and then ([] (uintl6 t val) { return B(val); )
.and then ([] () { return C(); })
.or else ([](err t e) { /* Handle error (/ });:

}
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B Your turn!

Implement an “abort™

« One of your previous/current projects
* From these sample systems
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l 6b) Handle the exception: Retry (try/catch)

void myTask (void) Zepent A
{ ¢ 0 % Wl g o B ves
while (1)
{ 2
uintl6e t val; | _ﬁ ‘kk
for(size t count = 3; count > 0; count--)
{
try{ val = A(); } i—+ \AH-I — IAHL —
catch{...} o o
} V ,\
try{ B(val); } 2 l Tra B, ren A(k‘,’4““
catch{ —_— At 2.
try{ altl(val); } k-’ '

catch{
try{ alt2(val); } @
catch{...}
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l 6b) Handle the exception: Retry (return values)

void myTask (void) - _ - Z»?Lﬁk'/&

{ nef 122 g o B e s
while (1)
{ B

uintl6 t val; —
err t err = NO ERR;

k| — sz.
I (err = A(&val)) && :::IM> \At | I __ﬂ

(err = A(&val)) && o tor

_ V

(err = A(&val)) I | '—c—l' ’\ Tew B, t Alr [ P

( (err = B(val)) & = i Al
(err = altBl (val)) && L

(err = altB2(val)) ) | |

for( size t count =
(count < 5) &&
count++ ) {};
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l 6b) Handle the exception: Retry (return values)

Zp?w\’ A

void myTask (void) 2 E - o
{ 113 H ” | I '45 UV e 3 {—:Ms
while (1) Use “Extract Function” liberally!

{ i—:s f\’*’i
uintle t val; =

err t err = NO ERR;

(err = tryAThrice (&val)) | i_, \AH'| s |Aw; —
(err = tryBThenAltlThenAlt2 (val)) ||
(err = tryCFiveTimes () ) G.U
V
}} —c—l' kT,D%Jh,\.,\AU—l)VL\M
| | L | Atk
err t tryAThrice (uintle t * wval) b"

{
err t err = NO ERR;
(err = A(val)) && (err = A(val)) && (err = A(val));

return err;

}
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B Your turn!

Implement a “retry”!

« One of your previous/current projects
* From these sample systems
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] 6c) Handle the exception: Change state

Ex: After 3 consecutive errors, default to safe state to await user input.

void myTask (void) {
uint8 t err count = 0;
enum { DEFAULT, SAFE } state = DEFAULT;
while (1) {
switch (state) {
case DEFAULT:
uintlo t val;
err t err = NO ERR:

Wait for
user input

(err = A(&val)) || (err = B(val)) || (err = C());
if(err){ err count++; if(err count >= 3) state = SAFE; }
else err count = 0;
break;

case SAFE:
if(D()){ state = DEFAULT; err count = 0; }
break;
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l 7) Celebrate!
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l 7) Celebrate!

void myTask (void)

{

/*******************************************

S Agile Owl says this function is *
* (0,0) actively responding to possible *
® ) exceptions and won't get derailed *
 oomon by the real world! *
*******************************************/
while (1)

{
uintleo t val
err t err = A(&val);
err = B(&val)
err = C{();

.
14
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B Your turn!

Change state!

« One of your previous/current projects
* From these sample systems
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i Summary

e Collect data

e Abort, retry, or change state
e Think of the flowchart

e Celebrate!

e |[dentify possible exceptions

e Set up functions to (eventually)
produce error codes

e Log the exceptions
e Celebrate!
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